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• What are COVID-19 fraud schemes? 
• What do COVID-19 schemes sound like?

o Phone calls – robocalls, impersonators
• What do COVID-19 schemes look like?

o Online and social media ads, emails with links, 
attachments

• You can protect yourself against scams and fraud
• Report scams and fraud
• Resources to help you stay safe

Agenda
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Aggressive scams playing on public fears around COVID-19 
that use tricks or threats to: 
• Steal your money 
• Get access to your personal information, like your 

Medicare or Medicaid number, your date of birth or 
address

• Secretly install malicious software on your computer so 
they can get your personal information, like passwords, 
bank account numbers or social security number

What are COVID-19 fraud schemes?
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What do COVID-19 schemes sound like? 

1. Home delivery of home supplies

2. Free diabetes monitor and COVID-19 test

3. Free coronavirus test kit delivered immediately
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What do COVID-19 schemes sound like? 

https://www.youtube.com/watch?v=51I-szr0JEY&feature=youtu.be
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What do COVID-19 schemes look like?
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What do COVID-19 schemes look like?
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What do COVID-19 schemes look like?
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What do COVID-19 schemes look like?
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What do COVID-19 schemes look like?
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What do COVID-19 schemes look like?

Schemes sometimes start online but can turn into you visiting 
a medical office. 

Let’s look at one example.
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A case study: Harmony Medical Care 

(This is not a video. It is only an image.)
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A case study 

On May 25, 2020, the U.S. Attorney’s Office for the District of 
Arizona filed a criminal complaint charging Jeremiah Faber, the 
CEO of Harmony Medical Care, with health care fraud and 
money laundering. 
The complaint alleges that Faber used Harmony’s Facebook 
and other social media sources to offer free COVID-19 testing 
in order to induce patients to also complete Harmony’s 
Comprehensive Whole-Body Assessment. 
The complaint documents the case of one patient who visited 
Harmony for the free COVID-19 test. This patient was then 
given additional services that were medically unnecessary.  The 
complaint further alleges that Harmony subsequently 
submitted false claims to Mercy Care by billing for these 
medically unnecessary services under the names of physicians 
who had no involvement with the patient’s testing. 

https://www.justice.gov/usao-az/pr/united-states-attorneys-office-announces-charges-fraud-cases-related-covid-19
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Ways to 
protect 
yourself 
against 
becoming a 
victim of fraud
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You can protect yourselves
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You can protect yourselves
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You can protect yourselves
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Resources to keep you alert against 
COVID-19 schemes
Fraudsters and scammers are constantly changing their 
approach and developing new ways to use COVID-19 to trick 
and threaten companies and individuals out of sensitive 
information or money. 
Get the latest alerts about COVID-19-related schemes and 
fraudulent activity:

• AZ Attorney General’s COVID-19 Consumer Protection
• FBI Internet Crime Complaint Center (IC3): Fraud Alerts
• Federal Trade Commission Coronavirus Consumer

Advice

https://www.azag.gov/consumer/covid-19
https://www.ic3.gov/default.aspx
https://www.ftc.gov/coronavirus/scams-consumer-advice
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How to report COVID-19 fraud and schemes

For individuals with AHCCCS, also knows as Medicaid:
• AHCCCS members must report fraud, waste, and abuse to

the AHCCCS Office of Inspector General on their website at
https://www.azahcccs.gov/Fraud/ReportFraud/.

• You can send an email to AHCCCSFraud@azahcccs.gov.
• You can also call the Fraud Hotline at 602-417-4193 or

1-888-487-6686.

https://www.azahcccs.gov/Fraud/ReportFraud/
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How to report COVID-19 fraud and schemes

For individuals with Medicare or Medicare and Medicaid 
coverage, such as Mercy Care Advantage: 
If you believe you have been a target of a coronavirus-related 
scam, or know someone else who has been, you should 
report the fraud. 
You can report it to Mercy Care or Medicare:

• Medicare fraud: 1-800-633-4227
• Mercy Care Fraud Hotline at 1-800-810-6544.
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Questions?
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Thank You
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